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DIRECT ETHICAL DUTY
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IMPLIED ETHICAL DUTY
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EVERYTHING I DO IS THROUGH TECH, HOW DO I 
GET MY ARMS AROUND THIS??

Cybersecurity frameworks 
• Provide a structured approach to evaluating, implementing, and 

maintaining information security practices
• ISO 27001 Controls (Annex A)
• HIPAA Security Rule
• NISTIR 7621 Small Business Information Security
• PCI DSS

4

This Photo by Unknown Author is licensed under CC BY

https://www.flickr.com/photos/atoach/3477108789
https://creativecommons.org/licenses/by/3.0/


HIPAA SECURITY RULE
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NIST SMALL BUSINESS INFORMATION SECURITY

6



NIST SMALL BUSINESS INFORMATION SECURITY
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DUDE, WHERE’S MY DATA?

Create a data map

• You can’t figure out how to protect your 
information until you know where it is

• Spend 30 minutes writing down all of the 
places where client or firm information is 
stored or processed

• “Mindmaps” can be a useful tool for this 
(Google it)

• Can be helpful to think about a particular 
document, and the path it took to get from 
inception to where you are looking at it
• E.g.: new client intake form: Emailed to Client 

(MS Exchange) a link to a web form (Google 
forms) which generates a PDF that I store on 
my computer (local device) in a folder that is 
mirrored on the cloud (Dropbox)

• Or think about a business process, and the 
technology required to complete it 8

https://thedatamap.org/



SECURING DEVICES

Windows Mac
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SECURING DEVICES

Windows Mac
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SECURING DEVICES
1. Set a system password and an automatic screen lock

Windows

• Settings > Accounts > Sign-in Options
• Settings > Personalization > Lock Screen

Mac

• System Preferences > Security and Privacy > 
General
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SECURING DEVICES
2. Enable automatic OS updates

Windows

• Settings > Update & Security > Windows 
Update

• Configure other frequently used software 
such as MS Office and Google Chrome to 
update automatically

Mac

• System Preferences > Software Update
• Configure other frequently used software 

such as MS Office and Google Chrome to 
update automatically
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SECURING DEVICES
3. Enable local disk encryption

Windows

• Settings > Type “Bitlocker” into Settings 
search bar > Manage Bitlocker

• Make sure you back up your recovery key!
• Consider using a sticker with contact info

Mac

• System Preferences > Security and Privacy > 
FileVault

• Make sure you back up your recovery key!
• Consider enabling a lock screen message: 

System Preferences > Security and Privacy > 
General > Set Lock Message
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SECURING DEVICES
4. Use an antivirus program

Windows

• Settings > Update & Security > Windows 
Security > Virus and Threat Protection

• Good third party options include TrendMicro, 
Bitdefender, and Norton

Mac

• Still much lower virus threat against Macs, 
but it is a possibility

• TrendMicro makes a MacOS antivirus
• Also consider creating a non-administrator 

account for day to day use: System Settings > 
Users and Groups
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SECURING DEVICES
5. Use a firewall

Windows

• Settings > Update & Security > Windows 
Security > Firewall and Network Protection

• Many antivirus suites will also contain a 
firewall

Mac

• System Preferences > Security and Privacy > 
Firewall
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SECURING DEVICES
6. Check your microphone and camera settings

Windows

• Settings > Privacy > Camera
• Check which apps have access, disable ones you 

don’t need

• Settings > Privacy > Microphone

Mac

• System Preferences > Security and Privacy > 
Privacy > Camera

• System Preferences > Security and Privacy > 
Privacy > Microphone
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SECURING DEVICES
Smartphones
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• Use a password
• Enable screen lock
• Enable device encryption
• Enable a recovery service



SECURING PLATFORMS
• Things like: Gmail, Outlook (MS Exchange), Office365, Dropbox, 

Box.com, Clio, RingCentral
• Don’t (unduly) fear the cloud
• Use complex, unique passwords
• Enable 2 factor authentication: something you know, something you 

have
• Review settings for

• Logon attempts before lockout
• Account recovery
• Password complexity and freshness
• Collaboration/sharing, esp. use of shared links
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PASSWORD MANAGERS
• Passwords in iOS
• 1Password
• LastPass
• Guarantee truly complex, unique passwords for all accounts
• Many have “dead hand switch” functionality where a designated contact 

will be contacted by the vendor to receive access to your credentials if 
you do not log in within 30, 60, or 90 days

• Easy to manage access for other users
• Easy to change passwords if a service is compromised
• Many also offer an encrypted cloud storage product
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VPNS
• Protect against “man-in-the-middle” attacks
• Can by hardware or software
• Review VPN provider company info and privacy terms of use

20



CYBER LIABILITY COVERAGE
• Generally priced based on number of records/amount of data processed
• Consider types of data you process, e.g. PHI covered by HIPAA
• Breach response, regulatory defense, 3rd party liability
• Available from many insurance companies including TLIE
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USER AWARENESS: PHISHING
• Don’t open executable files or unexpected attachments
• Do not provide your login details except on the page to log in to that 

service
• Check URL by mouseover
• Check for HTTPs
• Displayed email sender info can easily be spoofed- look at the email 

address domain name, not the sender name
• Be wary of urgency or messages asking not to call
• If in doubt, confirm the request via telephone, using a known number or 

one obtained from a different source than the message requesting 
information
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USER AWARENESS: GENERAL
• The best tip is on the next slide
• Understand the tools you use
• Subscribe to National Cybersecurity and Communications Integration 

Center (NCCIC) alerts: https://www.us-cert.gov/ 
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https://www.us-cert.gov/


JOIN THE COMPUTER AND TECHNOLOGY SECTION 
TODAY!

SBOT.org
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https://sbot.org/


FURTHER READING
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• NIST NISTIR 7621: https://csrc.nist.gov/publications/detail/nistir/7621/rev-1/final
• https://www.itgovernance.co.uk/blog/iso-27001-the-14-control-sets-of-annex-a-explained
•  https://thedatamap.org/
• David Sparks the Mac Sparky: https://www.macsparky.com/
• https://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/

https://csrc.nist.gov/publications/detail/nistir/7621/rev-1/final
https://www.itgovernance.co.uk/blog/iso-27001-the-14-control-sets-of-annex-a-explained
https://thedatamap.org/
https://www.macsparky.com/
https://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/
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