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Open Source Intelligence
OSINT

• The collection, analysis, and 

dissemination of information that is 

publicly available and legally accessible.
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Scientific findings 3



https://start.me/p/DPYPMz/the-ultimate-osint-collection
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https://start.me/p/DPYPMz/the-ultimate-osint-collection
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Uses the beenverified.com platform
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Epieos.com
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tineye.com

& 

Google images
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Web.archive.org
Web.archive.org

webarchive.org
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Hometry.com
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Pause for an ethics moment….
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Pause for an ethics moment….
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• Do NOT “chat” with 
opposing party

• Do NOT “friend” 
opposing party



But you can…….
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• Capture incriminating images.

• Locate witnesses.

• Identify habits: drugs, 
mistresses, property ownership, 
gang affiliation, family relations, 
favorite hangouts (biker bar), 
etc.



Social Media

• Most people use the same 

username across platforms.

• Most social media apps do not 

have a robust desktop platform.
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If all you have is a 
username:

Here are four 

websites to find out 

their real identity:
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whatsmyname.app
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All you have is a username….. instantusername.com
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https://namechk.com/
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Facebook

• Log out.  Log in as a new user.

• Enter the target’s name.

• Click forgot password
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Facebook name 
search
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All you have is a 
phone number…..
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All you have is a 
phone number…..

30



All you have is a phone 
number…
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FB “friends” email 
address

• Add a yahoo email address to your 

Facebook.

• Open your yahoo & import Facebook 

friends.
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Google Dork Prompts
“Google Dorking involves using advanced 

(Boolean)  operators in the Google 

search engine to locate specific text 

strings within search results.
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“John J. Doe” filetype:jpg
OR filetype:pdf OR 
filetype:docx

• Boolean operators. In our example, we 

use the OR operator to find accounts 

that are linked to the same individual 

across multiple platforms.
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"sensitive but unclassified“ 

filetype:pdf site:NASA.gov

72 page .pdf written in 2005 36
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To search within social media sites, use 
the symbol @ followed by a social media 
name; then enter a colon in your search 
query. For example:

enter @socialmedianame:keyword to 
search for the term keyword within 
Facebook.



h t t p s : / / w w w . g o o g l e . c o m /
a d v a n c e d _ s e a r c h
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