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Framework Launched 2014

Updated 2018

NIST Cybersecurity Framework



Before a Cyber Attack or Intrusion

NIST Cybersecurity Framework

Core Tiers Profiles

NIST Cybersecurity Framework



Before a Cyber Attack or Intrusion

NIST Cybersecurity Framework - Core

Functions, Categories, Sub-Categories, Informative References

NIST Cybersecurity Framework



Before a Cyber Attack or Intrusion

NIST Cybersecurity Framework – Core | Functions

Identify, Protect, Detect, Respond, Recover

NIST Cybersecurity Framework



Before a Cyber Attack or Intrusion

NIST Cybersecurity Framework – Core | Categories

Subsets of Functions (Asset Management, Risk Assessment)

NIST Cybersecurity Framework





Before a Cyber Attack or Intrusion

NIST Cybersecurity Framework – Core | Sub-Categories

Subsets of Categories (detection notifications investigated)

NIST Cybersecurity Framework



Before a Cyber Attack or Intrusion

NIST Cybersecurity Framework – Core | References

Resources to Guide Sub-Categories

NIST Cybersecurity Framework







Space Systems Critical Infrastructure Working Group

May 2021



2022 – Cyber Incident Reporting for Critical Infrastructure Act

Part of Consolidated Appropriations Act of 2022

Amends Homeland Security Act

New Developments



2022 – Cyber Incident Reporting for Critical Infrastructure Act

Critical Infrastructure Sectors (16)

Communications Sector

Energy | IT | Financial Services | Emergency Services | Transportation

New Developments



“Communications 
Sector is one of the few 
sectors that can affect 

all other sectors”

Cybersecurity & 
Infrastructure Security 

Agency (2021)



CISA Communications Sector

Broadcast | Cable | Satellite | Wireless | Wireline

CIRCIA – Reporting Requirements

New Developments



CIRCIA

CISA Rulemaking

March 2024 NPRM Target

Final Rule 18 Months

New Developments



CIRCIA

Compliance with Final Rule

Suggest Now

report@cisa.gov or (888) 282-0870

New Developments



Earth Stations

Space Stations

Connection Between Stations

Space Assets



Cybersecurity and Space



Cybersecurity and Space

China 

“We assess that China presents the broadest, most active, and persistent 
cyber espionage threat to U.S. Government and private sector networks. 

China’s cyber pursuits and export of related technologies increase the 
threats of attacks against the U.S. homeland, suppression of U.S. web 

content that Beijing views as threatening to its control, and the expansion 
of technology-driven authoritarianism globally.”



Cybersecurity and Space

Russia 

“We assess that Russia will remain a top cyber threat as it refines and 
employs its espionage, influence, and attack capabilities. We assess that 

Russia views cyber disruptions as a foreign policy lever to shape other 
countries’ decisions, as well as a deterrence and military tool.”



Cybersecurity and Space

Iran 

“Iran’s growing expertise and willingness to conduct aggressive cyber 
operations make it a major threat to the security of U.S. and allied 

networks and data.”



Cybersecurity and Space

North Korea 

“North Korea’s cyber program poses a sophisticated and agile espionage, 
cybercrime, and attack threat. Pyongyang is well positioned to conduct 

surprise cyber attacks given its stealth and history of bold action.”



Spoofing | Interception | Corruption | Tampering

Denial of Service | Brute-Force

Signal Hijacking | SSA Deception | Seizure of Control

Jamming | Solar Storms

Types of Attacks



Secure methods for authentication (MFA)

Enforce principle of least privilege

Review trust relationships

Recommendations



Encryption

Ensure Robust Patching and System Configuration Audits

Monitor at Ingress and Egress Points (logs) 

Ensure Incident Response, Resilience, and Continuity of Operations

Recommendations



Assess:

Presence of Insecure Remote Access Tools
(Telnet, ftp, SSH, SCP,  VNC)

Network Traffic from SATCOM networks to other networks

Recommendations



Assess:

Unauthorized use of local or backup accounts within SATCOM

Unexpected terminal to terminal traffic

Brute force login attempts

Recommendations



Where to Begin?

Passwords and Password Policy

MFA

Recommendations



Where to Begin?

Read Materials 

NIST, CISA, Space Sector Specific

Monitor Developments

Recommendations



Final Rules – May 19, 2020

Cybersecurity

(eg tracking, telemetry, and control)
encryption

DOC – NOAA - CRSRA



Final Rules – May 19, 2020

Cybersecurity

recommend taking higher level, provide for 
encryption of data where possible

DOC – NOAA - CRSRA



Final Rules – May 19, 2020

Cybersecurity

Recommendations Provided
(Requirements less stringent that had been proposed)

DOC – NOAA - CRSRA



Where to Begin?

Identify Asset Vulnerabilities

Identify Vulnerabilities

Recommendations



KNOW YOUR PARTNERS

YOU HAVE AN OBLIGATION TO KNOW YOUR CUSTOMERS AND PARTNERS

This essentially means that you should understand the nuances of any 
company with whom you work. 



Where to Begin?

Allow Only Authorized Devices to Communicate with Satellites

Authenticate Device

Drop All Unconfirmed Communications

Check Integrity of Communications

Recommendations



Where to Begin?

Scale Up: Allow Only Authorized Devices to Access Sensitive Data

Encryption

Authenticated Before Decryption

But Encryption All Around

Recommendations



Where to Begin?

Make Satellites Resilient to Adverse Conditions

Solid Protocols

Alternate or Secondary Communications Channel

When down, store data and send afterwards

Recommendations



Where to Begin?

Build Protections Into Satellite

Thwart DDOS and Other Attacks

Protect Vehicle if Communications Compromised

Enhance Ability to Ingest and Share Threat Data

Recommendations



Compliance by Design



Design

Secure Device Design and Development

Hardware, Firmware, OS, and Apps

Redundancy

Recommendations



Design

Hardware Root of Trust and Secure Boot

Provide Update, Upgrade, and Uninstall Capabilities

Avoid Known Security Weaknesses

Prevent Unauthorized Software from Executing

Recommendations



Design

Log

Investigate

Prevent

Recover

Recommendations



AI



Circle Back to Law Firms



CISA (cisa.org) 

NIST (nist.gov) 1.1 | 2.0

Introduction to Cybersecurity for Commercial Space Operations (2/22)
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8270-draft2.pdf

Additional Resources

https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8270-draft2.pdf


Questions and Comments

Charles Lee Mudd Jr.
411 S. Sangamon Street
Suite 1B
Chicago, Illinois 606
312.964.5051
312.803.1667 
@clmuddjr
charles@muddlaw.com
muddlaw.com

mlo.bz/
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