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What 1s the threat?

“The good news 1s that there are only three
things you can do to a computer: steal 1ts data,
misuse credentials, and hijack resources.”

* Cybersecurity and Cyberwar, Singer and Friedman, p. 39.
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Cyber Ops Legal and Authority Issues

Application and analysis of law and authorities to cyberspace operations is fact dependent
- Domestic and International Law apply to cyberspace operations

- The Law of Armed Conflict applies to cyberspace operations that rise to the level of
an armed conflict

- The difficulty is in applying the law to new capabilities and factual situations

Must identify
- What is purpose of activity?
- What is the effect of the activity?
- Where will activity take place?
- Where will effects manifest?
- Will the activity be conducted with the consent of, or notice to, the relevant State(s)?




What 1s Cyberspace?

e Three Interrelated Layers (JP 3_12) The Three Interrelated Layers of Cyberspace
1. Physical
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2. Logical

e Data - 1s & 0s
 Software / Apps
* Who owns it? Can we “attack’ it?

3. Cyber-Persona
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Distinct, Yet Interrelated

Figure I-1. The Three Interrelated Layers of Cyberspace



But, What 1s Cyberspace, Really?
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Cyber or Something Else?
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Spectrum of Cyber Operations
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International Wrongful Acts & State Responses
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Retorsion Use of force in self-defense — art. 51
Counter-measures - Jus ad bellum
Domestic legal measures - LOAC
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DoD Cyber Operations Spectrum
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* Coordinate the national protection, .
prevention, mitigation of, and B
recovery from cyber incidents

* Disseminate domestic cyber threat and
vulnerability analysis

* Protect critical infrastructure .

* Secure federal civilian systems

* Investigate cyber crimes under DHS's
jurisdiction .

* Investigate, attribute, disrupt and
prosecute cyber crimes

Lead domestic national security
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and dissemination of cyber threat
intelligence

Support the national protection,
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recovery from cyber incidents
Coordinate cyber threat investigations

US Government Departments and Agencies
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Defend the nation from attack

Gather foreign cyber threat intelligence
and determine attribution

Secure national security and military
systems

Support the national protection,
prevention, mitigation of, and recovery
from cyber incidents

Investigate cyber crimes under military
jurisdiction
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Why Can’t the Government Just Do It?

1. Limited by
geographic territory

3 control/ownership

“O8 percent of U.S.
government communications,
including classified
communications, travel over
civilian-owned-and-operated
networks and systems.”

— C&C, pg 196

3. Limited by
Purpose/Priority
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What 1s the Private Sector’s Role?

* Who are we talking about?

* IT companies  Non-IT companies
« ISPs  Banking
* Cybersecurity companies + Electricity
» Facebook/Twitter etc? e Other critical infrastructure sectors

* What Responsibility?
* Product development

 Make secure products

 Make products to make insure
things more secure

* Information Sharing
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