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Virtual Pitfalls
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Confidentiality of Information



Potential Confidentiality Pitfalls
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And now, avoiding the
Digital Death Penalty...

Spoliation



Dealing with Clients - Spoliation
▪

▪



Protect Your Client and Yourself!

Never advise a client to delete their social media data. Ever.

▪ Allied Concrete Co. vs. Lester,736 S.E.2nd 699 (Va. 2013)

Lawyer and Client sanctioned for “cleaning up” clients FB account on advice of counsel

▪ In re Murray, VSB Docket 11-070-088405 & 11-07-088422, 

http://www.vsb.org/docs/Murray-092513.pdf (July 9, 2013)

Lawyer personally sanctioned $500,000 and suspended for 5 years.



Spoliation Practical Tips
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Spoliation Practical Tips



Top Fear #1:
Cyber-Cheating and “The Rule”

“There’s no way to know whether a 

witness is watching the live stream.”



Top Fear #1:
Cyber-Cheating and “The Rule”

The Rule:

“At a party’s request [or on its own], the court must order 

witnesses excluded so that they cannot hear other witnesses’ 

testimony.”

Texas Rule of Evidence 614.



Their Witnesses and “The Rule”
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Detecting Virtual Violations
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Dealing with Dishonesty



Your Witnesses and “The Rule”
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TELLING THE TRUTH
TDRPC 3.03 and 4.01. Truthfulness in Statements

In the course of representing a client a lawyer shall not knowingly:

(a)(2) fail to disclose a material fact […] when disclosure is necessary to 

avoid making the lawyer a party to a criminal act or knowingly assisting a 

fraudulent act perpetrated by a client.

(a)(5) offer or use evidence that the lawyer knows to be false



CAN YOU TATTLE?

TDRPC 1.05.

(c) A lawyer may reveal confidential information:

(4) When the lawyer believes it necessary to comply with a court order, a Disciplinary Rule 

of Professional Conduct, or other law.

(7) When the lawyer believes it necessary to prevent the client from committing “a criminal 

or fraudulent act.”  (this means PERJURY)

(8) To rectify the consequences of a client’s criminal or fraudulent act in the commission of 

which the lawyer’s services were used. (again – PERJURY)



TRDPC 1.05

A lawyer must reveal confidential information:

(f) When required to do so by:

▪ 3.03(a)(2) and 4.01(b) [to avoid being a party to fraud or crime]

▪ 3.03(b) [to rectify false evidence previously given]

MUST YOU TATTLE?



CORRECTING LIES
TDRPC 3.03

(b) If a lawyer has offered material evidence and comes to know of its 

falsity, the lawyer shall make a good faith effort to persuade the client to 

authorize the lawyer to correct or withdraw the false evidence. If such 

efforts are unsuccessful, the lawyer shall take reasonable remedial 

measures, including disclosure of the true facts.

(c) The duties … continue until remedial legal measures are no longer 

reasonably possible.



What if you suspect your witness broke the Rule?
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Top Fear #2



▪ TRE 612: Writing Used to Refresh a Witness’s Memory

▪ An adverse party is entitled to have the writing produced at the hearing, to 

inspect it, to cross-examine the witness about it, and to introduce in evidence 

any portion that relates to the witness’s testimony. If the producing party 

claims that the writing includes unrelated matter, the court must examine the 

writing in camera, delete any unrelated portion, and order that the rest be 

delivered to the adverse party. Any portion deleted over objection must be 

preserved for the record.

Google. Wikipedia. Mapquest. Google Earth. Texts and emails from friends? 

Witnesses and Wikipedia



If You Suspect a Witness is Cheating
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Top Fear #3



Technological Proficiency
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Virtual Technological Proficiency - Hearings
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Virtual Technological Proficiency - Meetings



THANK YOU FOR WATCHING!
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